TOPIC
Cyber-Resilient Intelligent Transport Systems

The need to integrate transport systems (driven by the need to enhance people’s mobility
and achieve equality in accessing transport services) has made the transport system
vulnerable to cyber attacks due to the imperfections of cross-communication technologies,
as well as discord amongst varying commercial and geopolitical interests.
The cyber-resilience property can be looked at from a variety of viewpoints. Typically,
computer scientists and IT specialists try to address the problem by way of developing
algorithms aimed at shielding the system from cyber attacks. However, sooner or later, one
or more cyber attacks will penetrate the system and propagate through its hierarchy
throughout.
The Cyber-Resilience issue can also be looked at from the viewpoint of the Control Systems
Theories and addressed by developing algorithms for: (i) detecting cyber attacks that may
appear at any point of the system hierarchy; and thereafter (ii) taking the attacked system
back to its equilibrium state even if the detected cyber attack reappears and continues its
presence. This talk will discuss results achieved so far.
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